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Abstract. Multi-attribute decision making deals with discrete finite set of alter-
natives. The solution to the multi-attribute decision making problem is the
choice of an alternative from the set of all possible alternatives on the base of
usually contradicting attributes. In this paper, a new multi-attribute decision
making model is presented. The proposed model develops a linear compensato-
ry process for the interconnected attributes. It concerns the overall ranking of
the alternatives based on the attribute-wise ranking as well as the interaction
and the combination of the attributes. The compensation model of multi-
attribute decision making is applied to N-version software selection. N-version
programming is one of the well-known software development approach which
ensures high dependability and fault tolerance of software. However, the prob-
lem of extra resource involvement arises since the N-version programming
stipulates program redundancy. A set of characteristics/attributes have to be
considered when choosing an optimal variant of N-version software. The pro-
posed compensation model of multi-attribute decision making provides a solu-
tion to this problem. Additionally, a case study on choosing N-version software
for a real-life information and control system problem is provided to verify the
correctness of our model.
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1 Introduction

Modern control systems are characterized mainly by the ability of their data pro-
cessing power where the control functions are executed by software. The main reason
for this situation is that the control processes and the complex calculations of a huge
amount of data cannot be carried out only by means of hardware [1].
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The field of control systems application defines the requirements of the dependa-
bility of these systems [2]. There is a number of areas where the failure of control
system can result in severe financial and economic losses or can harm human health
and even cause death [3]. Since, the data processing and control is executed by means
of software, then its dependability characteristics directly define the dependability of
a control system as a whole [4].

One of the most well-established methodologies ensuring high level of dependabil-
ity and fault tolerance of software is N-version programming [5]. This methodology is
based on the principle of program redundancy which allows to increase significantly
the dependability of software for control systems [6, 7].

A large number of N-version software modules, redundant versions, and also some
restrictions of the real-world problems such as cost, execution time, memory require-
ments, dependability properties compose a decision making problem [7]. The problem
is to determine the best variation of N-version software for a control system by taking
into account a number of criteria [8]. The solution to this problem can be obtained by
applying a multi-attribute decision making method [9].

This paper considers the compensation model of multi-attribute decision making
which allows to perform an overall alternative ranking based on the attribute-wise
ranking as well as the interaction and the combination of the attributes. The proposed
compensation model is applied to determine the best variation of N-version software
for a control system.

2 Compensation model of multi-attribute decision making
providing overall ranking alternatives on the base of
attribute-wise ranking

The compensation model of multi-attribute decision making suggests alternatives
ranking according to their order of preference. The overall ranking of the alternatives
is based on the attribute-wise ranking. The alternative that is assigned the first rank is
the best one. Ranking of the alternatives by considering just the order of their prefer-
ences allows us to avoid scaling of the quality-type attributes. This process uses ordi-
nal input data rather than cardinal ones [9, 10].

The model describes a linear compensatory process for the attribute interaction and
combination. The overall ranking of the alternatives can be obtained by the attribute-
wise ranking where the interaction of the attributes is ignored [9]:

n
ki = kijsi =12, m, @
j=1

where
n — is the number of the attributes,
m — is the number of the alternatives,
k — is the number of ranks (k = m),
ki — is the overall rank of the alternative i,
kij — is the rank of i*" alternative on the j™ attribute.



However, it is important to consider this dependence for the majority of decision
making problems [11, 12, 13]. According to this, the compensation model of multi-
attribute decision making has been developed. In this case, the idea of compensation
consists of accounting the interdependence between the attributes: the change of a
value of one of them leads to the change of values of some other attributes.

Let us define the matrix = as a square nonnegative matrix m x m where the element
ik represents the number (or the frequency) of ranking of an alternative A; the k"
attribute-wise ranking. The matrix = is based on the matrix of the attribute-wise rank-
ing D of the alternatives.
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where
I(x) — is the indicator function; wy — is the weight coefficient of the at-
tribute 1.

In the case of different weight coefficients the elements of the matrix = represent
the sum of attributes weights of the appropriate rank. The weight coefficients are
supposed to be normed.

It is obvious that the element ik defines the contribution of the alternative A; into
the overall ranking. The more mix value the more alternative A; deserves to be assigned
to rank k.

Let us define a permutation matrix Z as a square matrix m x m whose elements are
Zi = 1, if the alternative A; is assigned to the overall rank k, and Zi = 0 otherwise.
The objective function can be expressed as follows:
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subject to:

k
D Zj=Li=12..m,
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m
D Zij=Lj=12..k
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The conditions mean that the alternative A; can be assigned only to one rank, and
the rank k can be assigned to only one alternative.

The optimal permutation matrix representing the solution to the linear program-
ming problem mentioned above is designated as Z*. Then, the preference order can be
achieved by multiplying the matrix = by the matrix Z*.



3 A case study on the application of the compensation model of
multi-attribute decision making

In this section, an application of the proposed compensation model of multi-attribute
decision making is considered. In the first example the optimal solution is to be found
out of three alternatives considering three attributes. The attribute-wise ranking of the
alternatives is shown in Table 1.

Table 1. The attribute-wise ranking of the alternatives

Attribute Xi X X3
o 1 A1 A1 A2
5 2 A A A

3 As Az As

The attribute-wise ranking of the attributes is represented by the matrix D. The in-
dexes of the alternatives shown in Table 1 are considered to be the elements of the
matrix D. Therefore, the matrix D can be written as follows:

11 2
D=2 3 1|.
3 2 3

The matrix = can be developed on the basis of the matrix D whose elements are
presented by the number of alternative assignments of each rank. The first alternative
is assigned to the first rank twice, the second rank once, and the first alternative is not
assigned the third rank. The first line of the matrix = reflects the first alternative as-
signments:

210
n=|1 1 1].
01 2
Applying the attributes weight coefficients wy = 0.2, w, = 0.4, ws = 0.4, the ele-
ments of the matrix 7 can be rewritten as follows:
02+04 0.4 0 06 04 0
n=| 04 0.2 04 |=(04 02 04].
0 04 02+04 0 04 06

The optimal permutation matrix Z* is as follows:
100
Z*=|0 1 0.
0 01
The most left-top element of matrix Z* reflects assignment of the first alternative
(the first column) to the first rank (the first line). The preference order is obtained by

multiplying the matrix = by the matrix Z* is as follows:
A1 - Az - A3.



Thus, the best alternative is alternative As.

Let us consider another example. The values of the attributes of three alternatives
are shown in Table 2.

Table 2. The values of the attributes

Alternative Cost ($) Reliability ~ Processor time (msec) RAM volume (Gb)
Ai 1000 0.90 7 2
Az 1500 0.95 5 4
As 2000 0.99 2 8

The attribute-wise ranking of the alternatives is shown in Table 3.

Table 3. Attribute-wise ranking of the alternatives

Rank Cost ($) Reliability Processor time (msec) RAM volume (Gb)
1 Ar A3 A3 Al
2 Az A A> A2
3 A3 A Al A3

The overall rank can be obtained on the basis of the attribute-wise ranking (1):

ki=1+3+3+1=8,

kp=2+2+2+2=8,

ks=3+1+1+3=8,
where k; is a rank of the alternative A;.

The result provides a decision maker with no information.

Applying the proposed compensation model of multi-attribute decision making the
matrix 7 can be obtained as follows:

05 0 05
=] 0 1 O
05 0 05
In this case, two instances of the matrix Z* are relevant:
0 01 100
Z;=|0 1 0|and Z,=|0 1 0],
100 0 01
AL Az = Az

The compensation model demonstrates that the alternatives A; and As; are more
preferable than the alternative A..

Let us define the weight coefficients reflecting the importance of attributes:

®cost = 0.2
Mrel = 05
otime = 0.1



Mol = 02
Then matrixes = and Z* are as follows:
04 0 06

n=| 0 1 0 ’
06 0 04

0 01
z°=|0 1 0,

1 00
As = Ay = Al

In this case, the most preferable alternative is the alternative As.

4 Choice of the N-version software for an information and
control system

The compensation model of the multi-attribute decision making model was applied to
solve a real-life problem for the choice of N-version software for an information and
control system used in a Krasnoyarsk transport company.

An analysis of the existing information and control system of the company was
performed prior to the modernization of its software. The company provides a user
with a workplace equipped with a computer which continuous functioning was sup-
ported by an uninterruptible power supply (UPS).

The core of the system is a server with an individual UPS of extended capacity and
some network equipment. Besides, the information and control system includes a
rented virtual server which is placed remotely on the Internet. In case of the primary
server failure, the requests from clients are redirected to this backup server. Interact-
ing with controllers, both of these servers increase external data traffic doubling net-
work load. As a result, it negatively affects the productivity of the whole information
and control system.

Only the primary server interacts with controllers. At the same time, it exchanges
data with a backup server which continuously updates its status. If data exchange with
the primary server stops, the backup server supposes that the primary server has failed
and takes over its functions. After the failure of the primary server is fixed, it restores
and switches on again. The primary server reads the current state from the backup
server and retakes over its functions as a primary server.

The company’s information and control system can be considered rather unreliable
as data duplication occurs for the data transferred on a network, i.e. server failure will
result in malfunctioning of the regulated subsystems. Thus, for instance, the occur-
rence of a failure in at least one transmission channel of the system will lead to an
inappropriate control of the operations execution and can result in essential financial
losses.



The increase of the dependability and implementation of the fault tolerance of
software of the information and control system is applied on programming level ac-
cording to the N-version methodology. There is a set of possible variants for N-
version software to implement. The problem is to choose an optimal alternative that is
a variant of N-version software for applying to the information and control system.
The solution to this multi-attribute decision making problem is to be obtained on the
basis of the attribute values. The attribute values are shown in Table 4.

Table 4. Variants of the N-version software

Attribute Cost Time Vol Reliability MTTF
Al 11000 850 15 0.99911 5.11
A2 12000 400 11 0.99934 3.89
o As 14000 400 15 0.99956 4.65
é As 14000 300 14 0.99921 4.35
g As 15000 700 12 0.99965 3.77
i As 18000 500 10 0.99943 5.34
A7 19000 600 7 0.99932 4.54
As 21000 500 11 0.99984 3.56
Aoy 24000 300 9 0.99977 5.66
Notation:

Cost — Cost of the N-version software, $

Time — Processor time, sec.

Vol — Volume of RAM required, Gb

Reliability — Reliability of the N-version software
MTTF — Mean time to failure, months

The importance of an attribute is reflected by its weight:
®cost = 0.20;

®Time = 0.15;

vol = 0.10;

OReliability = 0.30;

OMTTF = 0.25.

The result of the calculations according to the proposed compensation model of
multi-attribute decision making is as follows:

Ag > Ag ™ Ao > Az > Ag > Ay = A7 > As >~ AL

Thus, the optimal solution to the given multi-attribute decision making problem is
the alternative Asg, that represents a certain variants of the N-version software imple-
mentation.

The reliability of the chosen N-version software for the information and control
system is 99,984% that is 0,72% more than the previous value of reliability. The eco-



nomic effect from modernization of the information and control system software was
assessed by means of Advisor Client & Server Model [14, 15]. The results of eco-
nomic assessment show that even with some extra modification costs the total ex-
penses in case of system failure are reduced for $27.981,35.

5 Conclusion

Redundant software such as N-version software requires more resources than classic
one-version software. Therefore, software designers and developers face the problem
of compromise between benefits and losses. To increase the dependability of the
software and avoid extra expenses at the same time, they have to deal with multi-
attribute decision making. The proposed compensation model in this paper allows to
solve this multi-attribute decision making problem.

In this paper we present the results of an application of the compensation model of
multi-attribute decision making to choose the optimal variant of the N-version soft-
ware for an information and control system. The results demonstrate the ability of the
proposed model to bring us to the solution to the given multi-attribute decision mak-
ing problem.

The compensation model of the multi-attribute decision making allows to perform
the overall ranking of the alternatives in the order of their preferences. The overall
ranking is based on the attribute-wise ranking. The proposed model takes into account
the interaction and the combination of the attributes. The compensation model con-
cerns ordinal preferences rather than cardinal ones. It allows to avoid problems related
to the scaling of the attribute values and make it possible to consider both quantity-
and quality-type attributes. The only input data for the model is the attribute-wise
ranking of the alternatives. The compensation model of multi-attribute decision mak-
ing describes a linear compensatory process. Therefore, the solution can be obtained
by means of an available mathematical package.

The proposed multi-attribute decision making model was also applied to solve a
real-life problem to verify its correctness. The optimal variant of the N-version soft-
ware has been selected with assistance of the model.

Moreover, the developed compensation model of the multi-attribute decision mak-
ing can be applied to solve a decision making problem in the discrete finite space of
alternatives where the decision is based on the attribute values of the alternatives.
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